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Abstract

We describeandevaluateWatchTower, a systenthatsim-
plifies the collection of Windows performancecounter
data,and Argus, a statisticalmethodologyfor evaluating
this dataandreducingthe sheervolumeof it. Thisis es-
pecially importantwhen monitoring the performanceof
clustersfor high performanceomputing.

WatchTower’s overheadsare comparableto those of
Microsoft's perfmontool, while, unlike perfmon it sup-
ports higher sampleratesand is easily embeddednto
othersoftware. Arguscanreducethe behaior of a large
numberof raw performanceountergnto afew composite
counterspr it canselecta subsebf the original counters
thatarestatisticallyinteresting.We arecurrentlyintegrat-
ing WatchTowerandArgusinto a singlesystemwhichwe
believe will beusefulin anumberof scenarios.

1 Introduction

Clustersarebecomingthe standardlatformfor high per
formancecomputing.While mostclustersun UNIX vari-
ants,PCsrunningvariantsof Microsoft Windows arebe-
comingincreasinglycommon.For example,Woodward’s
group at MinnesotausesWindows clustersfor its Paw-
erWall visualizationwork becauseof the lack of Linux
driversfor thewide rangeof graphicscardsneeded44].
Windows clustershave madeseveral advancesin the
last few years. Very large Windows clustershave been
built [2], and basictools for messageassing[36, 12],
gueuing[26] andresourcananagemertl8, 3] have been
ported. However, performancemonitoring, a basicser
vice neededn high performanceomputing,is still in its

infang/ comparedo UNIX.

We describeand evaluateWatchTower, a systemthat
simplifiesthecollectionof Windows performanceounter
data,and Argus a statisticalmethodologyfor evaluating
this dataandreducingthe sheewolumeof it. We arecur-
rently combiningthesetwo tools, andthis papersupports
thefeasibility of the approach.

WatchTower provideseasyaccesdo raw performance
counterswith comparableoverheadto Microsoft's perf-
mon running in non-GUI mode. Furthermore,Watch-
Tower is designedo be easyto embedinto othermoni-
toring systems.

Argus reducesthe behaior of a large number(cur-
rently about250, but potentially over a thousand)f raw
performanceountergo a few compositecounterswhich
nonethelesstill capturethe overall actiity of the ma-
chineandits interactive user It also selectsa subsetof
the original countersthat containsonly the most signifi-
cantuncorrelatecounters.

Thesetools allow usto compareand study useractiv-
ity acrossmachinesand over time. We ervision a vari-
ety of usagescenariosuchas: platform and application
signatues[31, 40, 34], scheduling[33], adaptation[5]
resouce mangement[27], user profiling, intrusion de-
tection[13], andtroubleshooting11].

These scenarios motivate the combined Watch-
Tower/Argussystem.We arguethatthe combinationwill
befeasiblein termsof its overhead.The systemwill give
usersandothertools easyonline accesgo both raw and
data-reducedlVindows performancenformation. There-
sultsof our evaluationof WatchTower andArgusarevery
promising.
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Figurel: Representate logs of interestingcountersduringweb browsing

2 WatchTower

WatchTower is an unobtrusve performancemonitoring
servicefor the Windows 2000 and NT operatingsys-
tems.By “unobtrusive” we meanthattheuseremainsun-
awarethatthecomputethey areusingis beingmonitored.
WatchTower usesfew resourcesndit canbe configured
to startand stopautomatically requiringno userinterac-
tion and displayingno windows onceinstalled. Watch-
Tower canalsobeusedaslibrary.

2.1 Measuring Performance in a Windows
Environment

Windows containsa measuremeninfrastructurethat is
made visible to applicationsby meansof roughly one
thousandperformancecountersthat togetherreflect the
currentstateof the system.The exactnumberof counters
variesdependingon the systems configuration. Coun-
ters are arrangedin a simple two-level hierarchy The
first level of the hierarchyis the physicalor systemper-
formanceobjectbeingmonitoredwhile the seconds the
performancecounter which is an attribute of the object.
Figurel plotssomeof themoreinterestingcounterswvhile
webbrowsingasanexample.

Countersare storedand updatedin the Windows reg-
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Figure2: Windows PerformancéMonitoring

istry, and can be accessedy a registry APIl. However,
working directly with the registry is complex, and thus
Microsoft also provides a more abstractAPI called the
PerformanceData Helper (PDH). This API handlesthe
accessingof the countersin the registry and corvert-
ing their raw valuesinto numberswith appropriateunits.
PDH is the basisfor both perfmonandWatchTower. Fig-
ure2 shavs anoverviewn of how thesepartsinteract.



2.2 Perfmon

One application that usesPDH is Microsoft's Perfor
manceMonitor, alsoreferredto asperfmon[21, 22]. Perf-
moncanoperateentirelyin the backgroundhiddenfrom
the interactve user It is configuredthroughan HTML-
like script. However, perfmonhas seseral deficiencies
thatlimit its long-termlogging capabilityandusefulness,
namely granularity overwriting files, and adaptability
This significantly affectsits ability to provide adequate
logging for high performancecluster computingin this
ervironment.

The finestmeasuremengranularity perfmonsupports
is onesecondwhichis inadequatdor mary usesof win-
dows logging datain a high performanceomputingsys-
tem. In contrastWatchTower supportsagranularityof 10
ms (limited by the Windows timer granularity)anda cor-
respondingpeakrateof 100Hz. Perfmonalsooverwrites
thelastlog file afterevengracefulreboots.Thisdravback
malkesperfmonundesirabldor collectinglongtermtraces
of machinebehavior. WatchTower avoidsthis problemby
startinga new log file every hour and after systemstart
up. Finally, perfmonis difficult to incorporateinto other
systemsor extend with new functionality (for example,
datareductionusing Argus). WatchTower canbe usedas
simple C++ library andthuscanbe embeddednto other
programdrivially.

2.3 WatchTower Architecture

WatchToweris comprisedf two maincodecomponents:
service code and the WatchTower library, which uses
PDH. WatchTower is basedon the standardVindows in-
frastructure(services,the registry, error handling, etc.)
andsuppliegprogrammati@ccesgo thesetoolsthatnon-
Windows developerswill find familiarto UNIX systems.

WatchTower is a service,similar to a UNIX daemon,
thatis run by the kernelwithout userinteraction. It is
setto startautomaticallyuponsystemstartup. While the
codefor runningasa serviceis not comple, understand-
ing thetiming issuesinvolvedis. Certainsectionsof the
servicecodemuststartwithin stricttime limits, otherwise
the servicemanagerof the kernelwill drop the process.
The codewe usedis basedon two sources [39, 38|, in
additionto theexamplesin the PlatformSDK [20].

The mostinterestingpart of WatchTower is the library
that interactswith PDH. It is concernedwith opening
gueriesand logs, addingcountersto the list to be sam-
pled, and retrieving thosecounters’valuesat a periodic
rate. As a library, this portion of the codecan be easily
includedinto other projects. We basedthe WatchTower
library on codeandapplicationexamplesin the Platform
SDK [20].

WatchTower canbe easilyembeddednto any number
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of systemsr applicationghatneeda performancemoni-

tor. For example,it canbeusedin stand-aloneommand-
line applicationto be run asneededas part of a service
(asit is now) to insureuninterruptibleperformancenon-
itoring, to feedcustomGUIs that presenthe datain nen

ways,to drive a closelycoupledanalysistool suchasAr-

gus,or to provide sensorgor systemsuchasRemogq19],

NWS [43], andRPS[6, 7].

2.4 Overhead

WatchTower’s overheads similarto thatof perfmon Fig-
ure 3 shaws the overhead(as % of CPU time used)of
perfmonand WatchTower asa function of the numberof
countersand Figure 4 as a function of the measurement
rate. With 128 counters,WatchTower can monitor at a
peakrate of 17 Hz on a 650 MHz Pentiumlll machine.



Currently bothtoolsusethediskin exactly the sameway
(a function of PDH). However, the memoryfootprint of
WatchToweris 15% smallerthanperfmon

3 Argus

The volume of WatchTower dataandthe rateat which it
accumulatearedaunting.Loggingall counterson a typ-
ical machineat 1 Hz generatesibout86.4 million values
in asingleday And thatis merelya singlemachine!Ar-
gus’s approachto making senseof this plethoraof data
is to treatit asa dimensionalityreduction(DR) problem,
whereeachcountercorrespond$o adimension.DR tech-
nigues,of which mary exist in the statisticsandmachine
learningliterature[28], reducehigh-dimensionatiatainto
a smallernumberof dimensionswhile retainingthe ma-
jority of theinformation.

Considera set of n performancecounters(C;) be-
ing logged every A seconds. A sampleis the n-
tUple CjA = {CI(JA)J LR Cl(]A)a s ,Cn(JA)},Z =
1,2,...,n,j = 1,2,3,... a vectorthat reflectsthe n-
elemenstateof themachineattimestepj. Themachines
alsoengagedn anactivity, whichis a high level descrip-
tion of how it is beingused(e.g. web surfing, compute,
backup.etc.) Thesizeof aT secondogis nT/A.

Given {Cq,Ca,. ..}, the following DR problemsare
posedo Argus:

1 What subsetor function of the counterscapturesthe
interestingdynamicsof the state?Sucha subseton-
sistsof subsetountes, andsuchafunctionproduces
acompositecounter

2 Whatis the high-level actvity of themachine?
3 Whatis theappropriateA?

TheseproblemsareinterdependentArgusfocuseson the
first problem,andwe have somepreliminaryresultsthat
addresshesecondproblem.Thethird is future work.

3.1 Datareduction techniques

To find compactstate representationsArgus currently
employs two DR techniquesprinciple componentanal-
ysisandcorrelationelimination.

3.1.1 Principle Components Analysis (PCA)

Implicit in the original state representation(vector of
countervalues)is somen-dimensionalorthonormalba-
sis. Given this representatiomnd samplesof the state,
PCA finds a new n-dimensionalorthonormalbasissuch
thatthevarianceof thesampless concentratednthenew
dimensionsuchthatthefirst dimensioncapturesasmuch

varianceaspossible the secondcapturesasmuchof the
restaspossible andsoon. The new basisconsistsof the
eigervectorsof the covariancematrix of the data.Several
methoddor finding the basisexist, rangingin complexity

from O(mn?+n'n?) to O(n'mn) [15]. Basis-findinghas
alsobeenparallelized23]. Jainoffersaconcreteexample
of PCA from a performancenalysisperspectie [14, pp.
76-80].

Datareductionhappenswvhenwe chooseto useonly
thefirst n’ of the new dimensiongour compositecoun-
ters)asour representationThe valuen’ mightbechosen
sothatthen’ dimensionglescribe> 90% of thevariance,
for example.Eachof then’ new compositecountergthe
principle components)s a simple weightedsum of the
original counters—arojectionontothe new dimensions.
The weightsassociateavith computinga principle com-
ponentarereferredto asits loadings

For example, our application of PCA might find
that \ Processor(0)\Privel edged Tinme and
\ Processor (0)\Interrupts/second are
correlated, while Processor (0)\ User Time is
negatively correlatedwith the first two. PCA would
combinetheminto a singlecompositecounter weighting
thefirst two countergositively andthethird negatively.

3.1.2 Correlation Elimination

The correlationelimination(CE) algorithmis our method
for selectingsubsetcounters.Subsettountersare prefer
ableto compositecounterswhen we must presere the
meaning®f the original counters.

CE first computesthe correlation matrix (correla-
tions betweenall pairs of variables); and then finds
the pair with the highest correlation, and throws
out one of them. The assumptionbeing that both
are capturing similar information. This elimination
of variablesis repeateduntil a threshold correlation
is reached. Applied to the previous example, CE
might selectPr ocessor (0)\ Privel edged Ti ne
and\ Processor (0)\ %Jser Ti me asthe appropri-
atesubsetounters.

3.2 Evaluation

Our evaluationof Argusis basedon applying the tech-
niguesdescribedabore to severallargelog files [24]. We

appliedPCA bothwithin performancebjectsandacross
all performancecountersto determinehow mary com-

positecounterswere neededo captureover 90% of the

variance We appliedCE with eachperformancebjectto

eliminateall correlationsstrongerthan0.85.



| Activity [ Numberof Counters]

Idle 45
Websurf 101
Compute 138
Overall 108

Figure5: Numberof counterswith c.o.v > 0.01. The
last row is computedfor the entiretrace,irrespectve of
activity.

3.21 Logs

Our evaluationis basedon log files capturedon four dif-
ferent machinesusing perfmon This Perfmon data is
equivalentto that capturedby WatchTower. The reason
we are using the perfmondatais that WatchTower was
unavailablewhenwe beganthis study

Thelogscapture244differentcounters We did notlog
transientperformanceobjectssuchasprocesseghreads,
and handles. We also ignored performancelike Print
Queue, Telephory, Indexing Service, Indexing Service
Filter, etc which we believe to be non-critical/inapplica-
ble or werenearlyconstant.Eachlog is aboutthreedays
long andis capturedata 1 Hz samplingrate.

We annotatedhelogswith the useractiity beingper
formedin eachinterval of time. The (a priori selected)
activities areidle (the userwasloggedbut no actity),
websurf(1-8 windows open,andcasualweb-surfing) and
computgMatlabcomputationPerlpre-processingf log-
files (disk-intensve), andoccasionallyrunninga Lisp in-
terpreter). The annotationgrovide us with verification
data.Argusdoesnot usethemto do datareduction.

In thefollowing, we reporton oneof thetraceswhich
was capturedon dual-processoPlll 933 MHz machine
with 512MB of RAM.

3.2.2 Preprocessing

For somereasorwe do notunderstandgountervaluesare
occasionallymissing (5—-10 per 100,000samples)n the
logs. Theseflaws appearto be randomlydistributedand
we do not considerthemin our analyses.

We eliminated counterswith coeficient of variation
(cov) lessthana minimum threshold(0.01). Thesecoun-
tersdid not changesignificantlyduring the traceor were
constantparametergsuch as total network bandwidth).
Figure 5 shawvs the numberof countersleft after apply-
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Figure6: First PCsof Disk performancebject. The bars
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Figure7: First PCsof Network performancebject

3.23 PCA and CE within performance objects

To find out whetherall of the counterswithin a perfor
manceobjectwere actually neededwe performedPCA
and CE for eachperformanceobject. As would be ex-
pectedtherewerelargecorrelationswithin counterdrom
the sameperformancenbjects,andthis wasobsened by
both methods. Figure 9 shaws, for eachperformance
object,how mary compositecounters(principle compo-
nents)areneededo represen®0% of the variancein our
log. The figure also shavs the numberof subsetcoun-

ing the cov thresholdfor datain theabovethreeannotated terschosenby CE giventhatall correlations> 0.85 are

activitiesaswell asfor all countergrrespectve of actiity.

eliminated.
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Performance| Total PCA CE
Object Ctrs. | #Comps.| # Ctrs.
Cache 27 6 2
Memory 29 6 7
Network 34 4 2
IP 17 2 2
Objects 6 2 1
Disk 84 8 4
Processor 30 5 8
System 17 3 3
Total 244 36 29

Figure9: Column?2 is the total numberof performance
countersin eachobject,column3 is the numberof com-
positecounterqprinciplecomponentsihatareableto ex-
plain morethan90% of the variability in data,column4
is thenumberof subsetountergemainingafterapplying
CE.

Figures6, 7, and8 shaw representatie resultsfor PCA
on thedisk, network, andprocessoperformanceobjects.
Eachbarrepresentthecontributionof aprinciplecompo-
nent(compositecounter). In eachcase,only a few com-
positecountersareneededo describeheseobjects.

3.24 PCA acrossall counters

The moreinteresting,but lessa priori clear, correlations
arethosethatexist acrosgperformancebjects.We might
expectthatthesecorrelationswill dependuponthe activ-
ity.

In the first analysis,PCA was carriedout over the du-
ration of the entiredatasetregardlessf theactiity. Fig-
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Figure10: Thefirst 22 principlecomponent®vertheen-
tire dataset.

ure 10 shaws the contributions of the first 22 principle
componentf the entire datasetand how they capture
morethan90% of the variability in the data.

Figurell plotsthefirst two componentsisthey evolve
overtime. The graphis annotatedvith actities. We can
seeclearlythatthevisualappearancef the plotsis quite
distinctin differentactivities. On dataset$rom two addi-
tionalmachinesgualitatively similar plotswereobsened.

We alsodid all-counterPCAsfor eachof the actiities
individually to seeif therewasa lot of differencein the
numberof principle componentsequiredto capturesim-
ilar amountsof variability during the differentactuities.
Thegeneralconclusionover all thetraces,is thatduring
ary actiity we consideredthe first 25 principle compo-
nents(i.e., 25 compositecountersgexplainmorethan90%
of variability in thedata.

Figure 12 shows the weightsof the underlyingcoun-
tersthat contribute to the countersof the first principle
componenfor eachof the differentactiities. Counters
with weightscloseto zerocould concevably be ignored
in computingthe principle componentmakingthis com-
putationfar cheaper

Theall-counterPCA (Figure 10) describeghe stateof
the machinein 50% fewer compositecounters(22 ver-
sus36) than perperformance-objedCAs (total row of
Figure9). The tradeof is that computingthe single all-
counterPCA is considerablymore expensve than com-
puting PCAsfor eachof the performancebjectsbecause
the complexity of PCA grows at leastquadraticallywith
the numberof original counterg5368coeficientsasop-
posedto 1391 with the perperformance-objecPCAS).
This resultalsoraisesan interestingpossibility: perhaps
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datareductiontechniquegouldbe usedto guidethecon-
struction of performanceobjectsthat have both a clear
meaningto the userandhigh informationcontent.

3.3 Overhead

Aswedonotyethaveanonlineimplementatiorof Argus,
we don't know whetheronline datareductionwill feasi-
ble. However, thereis goodevidencethatit will be. The

PCA describedn the previous sectionwasrun on 3 days
of 1 Hz datain about10 minutes,which amountsto less
than3 msof CPUtime persample.Thuswe believe that
doingthe PCA onlinein a streamingfashionwill require
lessthan1% CPU utilization. The CE wasevencheaper
However, we arestill working on how appropriatelyto do

streamingPCA and CE. Computingcorrelationmatrices
incrementallyis clearly easy and CE’s counterselection
stepis cheap,but computingeigervectorsincrementally
may be expensve. It may be necessaryo do PCA only

occasionally

4 Integration and futurework

At this point, WatchTower and Argus are separateools.

WatchTower providesa simple,embeddedhterfaceto the

Windows performancecounters. Argusis a methodol-
ogy for offline datareductionof Windows performance
counterdatathat is implementedusing interactve tools

suchasMatlabandS-Plus.

Our immediateplansareto build anonline implemen-
tation of Argusand to integrateit with WatchTower to
produceanembeddedomponentasshavn in Figure13.
Givenalist of countersanda samplingrate, WatchTower

will provide streamsof performancecounter measure-
mentsto Argus. Given operatingparametergpercentage
of variationto capture,for example) Arguswill reduce
this datato compositecountersusing PCA and subset
countersusing CE. We alsohopeto addreductionto an
activity. The WatchTower/Argus combinationwill con-
tinueto beembeddedh othertools,suchasRPS.

We planto expandour Argusstudyto alargerandmore
diversesetof traces.WatchTower is currentlyrunningin
our teachinglab, collecting tracesof machinebehaior.
We alsoplanto usethesetracesto studythe dynamicre-
sourcedemandf interactive applications.We will con-
sidermorecomple datareductionalgorithmsasneeded.

5 Related Work

Performancemonitoring and predictionsystemssuchas
Remos[19], NWS [43], andRPS[6, 7] have limited or
noneistent Windows support. This is not becausehe
codeis difficult to port, but ratherbecaus®f thecomplec
natureof sensor®nWindowsandthelack of theability to
embedberfmonlik etools. WatchTower providesa simple
interfaceto Windows sensorsand canbe embeddednto
thesesystems.

SeveralWindows-specifianonitoringsystemslo exist.
Closestto our work is HPVM'’s monitor [32], which is
explicitly targetedat Windows clusters. Unlike Watch-
Tower, the HPVM monitor providesa completemonitor
ing infrastructurencludingcommunicatiorandhigh pre-
cision clocks. In contrast,WatchTower providesa sim-
ple sensorservicethat canbe embeddednto othertools.
WinInternalsSoftware[42] andits SysInternaldreewvare
website[35] provide interactive tools, suchas Filemon
andRegmon,thatare specificfor particularperformance
counters. NSClient[30] exposesWindows NT perfor
mancecountergo the NetSaintmonitoringsystem.None
of thesetoolsincludeArgus-like datareductionto capture
theimportantdynamicsin the data.

Data reductionis a large and complex field that is
an outgronth of multivariatestatistics[4] and multivari-
atedataanalysis[10]. Recently significantprogresshas
beenmadein applyingnonlinearmethodsto datareduc-
tion [29, 37]. Suchmethodsmay be appropriatefor re-
ductionof Windows data. The datareductionwork that
is closestto thatin Argusis VetterandReeds application
of dynamicstatisticalprojectionpursuitto the analysisof
performancealatafrom networked Unix systemg41].

Thebehaior of Windows systemsandapplicationshas
begunto be studied. Chen,et al., comparedhe perfor
manceof differentflavors of Windows and NetBSD on
micro- and throughput-orientedipplicationbenchmarks
using hardware cycle counters[1]. They followed up
this work with a lateng/-orientedevaluation more suit-



able for interactve applications[9], and TIPME, a tool

andframework for addressindateng problemsin inter-

active applications[8]. Bershad,et al., have character
izedtheresourceusagepatternsof desktopandcommer

cial applicationsrunning on Windows by instrumenting
applicationg[16, 17]. Perl and Sitesstudiedthe perfor

manceof databasesgompilers,and scientific codeson

DECAlphamachinesunningWindowsNT usinginstruc-
tion andmemoryreferencdaraceq25]. WatchTower may
be helpful for studiessuchasthese,providing a simple
way to producetraces.Corversely studiessuchof these
caninform the developmentof Argus's datareductional-

gorithms.

6 Conclusions

We have describedVatchTower, a systemthat simplifies
the collectionof Windows performanceounterdata,and
Argus,a statisticalmethodologyfor makingsenseof this
dataand reducingthe sheervolume of it. We are cur-
rently integrating WatchTower and Argus into a single
embeddedomponenthatwill provide easyaccesdo the
original performancecounters selectstatisticallyimpor-
tantsubset®f the counterausingcorrelationelimination,
andprovide new counterghatcomposeanformationfrom
multiple countersusingprinciple componentanalysis.

We evaluated WatchTower and Argus with quite
promising results. WatchTower provides easy access
to raw performancecounterswith comparableoverhead
to perfmonrunning in non-GUI mode. Furthermore,
WatchTower is easyto embedwithin other monitoring
systems—warecurrentlybuilding an RPSsensobased
on it, for example. Argus canreducethe behaior of a
large numberof raw performancecountersto few com-
positecounterswhile still makingit possibleto determine
the overall stateof the machineandits interactve user
Arguscanalsotrim the full setof raw countersto a re-
ducedset of ary size that containsthe most significant
uncorrelatecounters.
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